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The purpose of this regulation is to enable Shangquan Optical Fiber Communications
(hereinafter referred to as Shangquan) to report promptly and in accordance with procedures
when an information security incident occurs, and to take necessary contingency measures and
establish an incident learning mechanism to reduce the damage caused by the incident.
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Our company’s information security incident management.

3. # ## RESPONSIBILITY
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Develop a notification process for information security incidents. Analysis and handling of
information security incidents must be performed.
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32, ASFHE R F Head of System Information Management Office
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It is necessary to be responsible for the distribution, investigation, and processing of the
information incident investigation form reviewed by the applicant's supervisor, and to
supervise the completion of incident handling by the system information management office
personnel.
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3.3. i 4F 4 E Notifying Personnel
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All personnel are responsible for reporting suspected IT security incidents immediately.



4. 4% £ A ¥ Notifier Supervisor
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Review whether the content reported by the notifier actually meets the requirements of the
relevant unit.

3.5. *F ¥’ & B Outsiders

T EREREM D0 BB FTUE X 2 L0 AL A
Determine the scope of the incident and assess the damage.Assist in the reporting,
processing and analysis of information security incidents.

4. 3 T #DEFINITION

4.1. Fa % 2 F # ¥ BiInformation Security Incident Level
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Information security incidents are divided into 4 levels according to the level of
impact. From severe to least, they are "Level 4", "Level 3", "Level 2" and "Level 1".
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Level 4 events, those who meet any of the following Circumstances:

# % 74 8B - Confidential information leaked.
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Critical business systems or data have been seriously tampered with.
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The scope of impact is company-wide computers and network domains.
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The operation of key business systems is suspended and cannot be restored within
4 hours.
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Level 3 events, those who meet any of the following circumstances :

TR R 8k o Sensitive information leaked.
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Critical business systems or data have been tampered with.
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The scope of impact is floor computers and network domains.
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If critical business operations are affected or the system is suspended, normal
operations can be restored within 4 hours.
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Level 2 events meet any of the following circumstances :
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Critical business systems or data withrestricted access level datahave been leaked.
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Critical business systems or data have been slightly tampered with.
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The scope of impact is department computers and network domains.
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If key business operations are affected or system efficiency is reduced, normal
operations will be restored within 2 hours.
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A level 1 event meets any of the following circumstances :
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Non-critical business systems or data were leaked.
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Non-critical business systems or data have been tampered with.
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Non-critical business operations that are affected or temporarily suspended can be
repaired immediately within one hour.



4.2. % %% %_% File number definition
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Information security incident reporting and response procedures
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Responsible unit
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Information security speciali

st
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Information security incident
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Review by the dedicated
information security supervisor
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Case closed
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OPERATION PROCEDURE

6.1. &J2 % 4 R #2. 5 Treatment and recovery procedures

6.1.1.
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After discovering a security incident, immediately notify the corresponding security
person in charge, IT department or company security team and notify affected
customers and stakeholders within 24 hours of the incident. Ensure that the reported
information is clear, specific, and contains relevant details of the incident. After
filling in the applicant field of the information security incident survey form, submit
it to the department supervisor for review.
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% * B 3 & % Investigation and handling by specialized information
security personnel:
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After receiving the notification, the information security personnel should
immediately go to the corresponding location to investigate and determine the type,
classification, and impact scope of the incident. After emergency treatment, they will
discuss loss assessment and formulate recurrence prevention countermeasures. After
completion, fill in the information The recipient field of the incident investigation
form shall be submitted to the dedicated information security supervisor and general
manager for review.



