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In response to the requirements of the mformatlon security management system, Shangquan
Optical Fiber has strengthened the security and protection capabilities of data, information
systems, equipment and network communications in terms of process systems, legal compliance,
personnel training and technology application, effectively reducing the risk of human negligence,
intentional or natural Risks such as theft, improper use, leakage, tampering or destruction of
information assets caused by disasters, etc., to ensure the commitment to shareholders and
customers, and to achieve the purpose of ensuring the company's continued business operations.
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21 2@ F#H% 2 ¥ 242 (ISMS) Company Information Security Management
System (ISMS):

“Tid F # % 3 * 2 - This applies to all areas covered.

22. FA% > F & 145 F 2% % Information security management covers 14

management matters:
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Avoid improper use, leakage, tampering, destruction, etc. of data due to factors such as
human negligence, intentionality, or natural disasters, which may bring various possible
risks and harms to the company. Management matters are as follows :
221 FHF 2R 2F 22 TR

Formulation and evaluation of information security policies
222 FRE 2 M2 BRf B4

ReSpOI’lSIbIhtIeS and division of labor of information security organizations

223. 44 F
2.24. 7 F A ¢ ®Information asset management
2.2.5. 75 B~##1]Access control

H % >HR security

2.2.6. % 7% 4 * Cryptographic measures
2.2.7. § ¥ 2 % 5 % 2>Physical and Environmental Security
2.2.8. T3 ¥ ¥ % 2 Information job security



2.2.9. i 3% > Communication security

2210, T A AER S BHE 2 BE
Information system acquisition, development and maintenance

2.2.11. &= &7 B T Supplier relations
2212, i % > ¥ = ¢ ®Information security incident management

2213 FEEFFERZFTRE 2 kG
Informatlon Security Aspects of Operational Continuity Management

2.2.14. # i 12.Compliance

3. # % RESPONSIBILITY

31 AT E RN System Information Management Office
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3.2.
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Personnel responsible for the management, maintenance, design and operation of important
information systems, such as the research, establishment and evaluation of information
security policies, plans and technical specifications, and the research, use management and
protection of data and information system security requirements, etc. There should be an
appropriate division of labor, decentralized powers and responsibilities, and a checks and
balances mechanism should be established as necessary, staff rotation should be
implemented, and a manpower backup system should be established. We also strengthen
the training of information security management personnel to enhance the information
security management capabilities of all colleagues in the company.

ASLERE R F Head of System Information Management Office
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Need to coordinate and promote information security management matters with various
departments of the company, be responsible for supervising the information security of
employees, and prevent illegal or inappropriate behaviors.

3@ % & DEFINITION

4.1. F8 % 25 K Information Security Policy
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In order to protect the information of Shangquan Optical Fiber Company's products and
services from unauthorized access, modification, use and disclosure, as well as losses
caused by natural disasters, and to provide complete and usable information in a timely
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4.2.

manner, we are committed to Shangquan Information Security management to ensure the
confidentiality of Shanghua's important information assets (to ensure that only authorized
personnel can use the information), integrity (to ensure that the information used is correct
and has not been tampered with) and availability (to ensure that authorized personnel can
obtain all information) information required), and comply with the requirements of relevant
laws and regulations, thereby gaining the trust of customers, achieving commitments to
shareholders, and ensuring the continued operation of the company's important businesses.

i % 25K P % Information security policy content
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The company's various information security management regulations must comply
with relevant government regulations (such as: Information Security Management
Law, Criminal Law, State Secrets Protection Law, Patent Law, Trademark Law,
Copyright Law, Personal Data Protection Law, etc.).

422. %2 FARE > F ML FFALX2FIR2E 22 4T T o
Establish an information security management organization to be responsible for the
establishment and promotion of information security systems.

423, THRHFULX 2RI VRO FEFTAL 250K 2 U F R o
Regularly implement information security education and training, and promote
information security policies and related implementation regulations.

424,322 3 3 PR @ 2 PG G AR B TR o
Establish a management mechanism for host and network usage to coordinate the
allocation and utilization of resources.
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Before constructing new equipment, risk and safety factors must be taken into
consideration to prevent situations that may endanger system security.

4.2.6. PR QB J B2 R F L POk AGBRIE L BB IF o
Clearly regulate the usage rights of network systems to prevent unauthorized access.

427, PN VPR ARE T 0 BRI PHEATAE 2 F PR EEN T 4R
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In accordance with the internal audit process, regularly review the use of all
personnel and equipment within the scope of the company's information security
management system, and formulate and implement corrective and preventive
measures based on the audit report.

428. 2@ AR A FUELA 22§30 2 BRI T X 2 FERE o
All company personnel are responsible for maintaining information security and
should abide by relevant information security management regulations.

429. FRAE 2 F AR E G Prrz gIRAHF -

Information security management system documents should have clear management
specifications.
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RpErFgd 2 Epegn.
If the outsourced manufacturer needs to re-entrust the company's outsourced business,
it should evaluate the information security risks related to the re-entrusted business. It
also requires outsourced vendors to conduct appropriate supervision and management
of subcontracted vendors in accordance with the Information Security Management
System (ISMS) and other relevant regulations.
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In the process of internal and external project management, various information
security requirements related to the project should be clearly defined and stated, and
the results of the risk assessment should be used to determine and implement
information security control measures to ensure the security of internal and external
project information. Confidentiality, integrity and availability reduce the risk of
leakage of sensitive information (including personal data) and violation of laws.
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Management procedures for portable information equipment (including smart mobile
devices) and portable storage media should be formulated, requiring colleagues to
implement them, and regularly monitoring portable information equipment
(including smart mobile devices) and portable storage media. Conduct a risk
assessment, select appropriate control measures based on the results of the risk
assessment, and conduct regular audits on colleagues to ensure that the risks of using
portable information equipment and storage media are monitored and to reduce the
risk of leakage of confidential information.

4213 FRASA ARG RS REAETER OB AP EFRRARERE -
Important restoration of hosts or systems requires an off-site backup data backup
mechanism and regular testing and verification.

A214. ZRBFHELAFIAEEF P ARG FTHEEZ AL > X E£HH o
It is necessary to define backup strategies based on data classification, such as
databases and archives, and schedule backups regularly.

4215 F 2 EZX 2R PRHFLTRET L EFIER -
Securlty threat indicators or suspicious behaviors need to be defined for identification.
4.2.16. g p LR > FERF AR 0 TAETF ARMIRR 2 B R .
Software licensing management guidelines to track asset licensing and ensure all
relevant agreements, laws and regulations.

4217 FIRFTAX 2R FEEFRX 2P E TR B2
In accordance with the information security policy, an information security protection
Scenario record sheet needs to be established(* & A-A-1SO-24-004-01)

4218 A2N LATE B > FHREFT I LAl A PTHEFEF o
Program updates and development must follow the System Analysis Template of the
Information Management Office.(i& f& A-A-1SO-24-004-02)
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4.3. % ¥ =% # Information Security Office Organizational Structure
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The Information Security Office holds meetings every two months (additional meetings
may be held as appropriate) to report on relevant implementation status. The agenda of the
meeting includes information security incident handling reports, the progress of affairs
within each reporting group, matters requiring cooperation from each unit, and other

relevant suggestions or temporary motions. Management representatives need to report
information security implementation status to the general manager.
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Board of Directors
General Manager's Office
v
Information Security Office
Chief Information Security Officer
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Response Team maintenance team Technology and Review Team
) ) Implementation Team ) )
Response and contact Information security Information security
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4.4. % B+ 7 ##%& 3 ¥ ¥ Photographic Equipment Data Extraction Work Instructions:
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In order to ensure that all photographic equipment in the company can extract data safely
and achieve simplicity and convenience while complying with information security

regulations.

5. 7% # B Architecture diagram

51. FA% 2§ 2FFFE A AR Information security management standard
operating procedure flow chart
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5.2. #&F: B+ L% B ¥ £ /42 W Photographic equipment data extraction operation

flow chart
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6.

% >3 i/ Information security maintenance practices

6.1. ¥l

FRE2EEJIR2Z 48M 12 BH Identify relevant stakeholder groups of

information security management systems:
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Regularly confirm the needs of stakeholder groups for information security management
systems (including customer requirements for information security), conduct social
engineering drills, and employee security education and training to comprehensively
enhance colleagues’ information security awareness.

6.1.1.

6.1.2.

6.1.3.

6.1.4.

6.1.5.

6.1.6.

6.1.7.

6.1.8.

PR EERPE PR PR BT H AR R E
Develop complete, standardized and clear operating procedures to allow information
security management to operate in an institutionalized manner

TR GFTFE . UFES D FRGHD TR EF TR U RABE
Conduct risk assessments regularly to identify high-risk projects and invest
appropriate resources to reduce or transfer them

B LA L  HE Y QPR PG e o R MR v RE AR
Achieve timely and effective identification, protection, detection, response and
recovery through the use of various tools and technologies

L“ CEFXEAFTERFEIARFELSE MDA AEFHTAL 2F R P
‘%"‘* PR MR R

Establish an information security abnormal incident response and recovery operation

process, with a view to quickly isolating information security incidents, eliminating

threats, and reducing the scope and degree of impact.

TR K ILCIR RFR > AR G el
Regularly perform disaster recovery drills for critical application systems to ensure
their effectiveness

EE AN I RSB IT  FERD F E Tl
Conduct internal and external audits regularly every year to review the entire
management system to ensure normal operation and continuous improvement
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Continue to pay attentlon to new information security information and technologies,

and keep defense or management methods up to date to effectively block new types
of information security threats and reduce operational risks.
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Strengthen employee security awareness: In order to implement the concept of
information security to every employee, the company conducts social engineering
drills every quarter, simulates phishing emails from hackers, and tests employees'
awareness of security risks, supplemented by information security promotion and
education training. Information security e-newsletters are released monthly, including



the latest information security trends and recent major domestic and international
information security incidents, to enhance colleagues' awareness and vigilance of
information security. At the same time, when employees violate information security
policies, they will be punished and used as a reference for performance management
to reduce information security risks and the impact on company operations.
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Network and system vulnerability detection: In order to protect company and
personal information, as well as internal and external communication systems from
losses caused by human factors such as leakage, theft, destruction, or natural disasters,
in addition to quarterly internal vulnerability scans, annual Regularly entrust third-
party professional units to conduct network and system penetration tests to reduce the
impact of human factors or natural factors on the company's operations. Its purpose is
to understand and evaluate the organization's network environment and system
security status, verify the security level and effectiveness of the current information
security protection, and use it as a method to reinforce loopholes, improve methods,
and enhance system security.

6.2. I B & % 2 Software Development Security

RS E MBS A &3 (Software development lifecycle » SDLC) &% > » i&
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FE g il fomiuiy ¥ 0 o # %~ 9 DevSecOps ( Development, Security and
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In order to control the security of the software development lifecycle (SDLC) in advance,
achieve test shift left (Shift Left) security, and reduce the cost of application system
information security and maintenance, and must follow design and development safety
guidelines and confirmation checklists, the company introduced DevSecOps (Development,
Security and Operations) mechanism, and strengthened the collaborative cooperation
between the development team, maintenance team and information security team. At the
same time, Software Composition Analysis (SCA) technology is added to the development
process to improve the safety quality of software, Before system applications go online,
code security scans are performed and vulnerabilities are fixed before going online..

6.3. ¥ ¥ BT FH T @ ¢ = Information security alert notification and incident
management:
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6.4.

PARRAGFEHEFTLXENLFEFFTEE > 51 T 4@ GRS BBH -

In accordance with the information security incident management specifications, ensure that
the reporting, classification, grading, processing, statistics and tracking of company
information security incidents are institutionalized and systematic. When an information
security incident occurs, we will quickly report and respond to it, and respond within the
shortest time to ensure the normal operation of all businesses. Introduce the operation
mechanism of Advanced Persistent Threat (ATP) monitoring and Security Control Center
(SOC). Together with the resources of external security experts, the staff of the security
maintenance and response team quickly grasped security alert notifications and intelligence
incidents, and strengthened and accelerated the detection and response mechanism.

s

¢ ¥4 B B Disaster recovery drill:
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In order to ensure the sustainable operation of operations and important businesses and
avoid the risk of unsustainable services for important information systems due to major
disaster events, the company conducts tests or written drills at least once every six months
on the information business operations continuation plan or information security incident
emergency response plan. To ensure that the company exerts its disaster response
capabilities at critical moments and uses the disaster recovery mechanism to quickly return
to the company's normal or acceptable operating levels, so that key application systems can
continue to operate and ensure that the company's operations are not interrupted. In addition,
the computer center's backup managers select some backup storage media or backup
devices at least once a year to conduct a backup data restore test to confirm the readability
of the backup data, the availability of the storage media, and the test procedures for
restoring important assets. Feasibility to ensure that effective backup operations can be
completed within the time allocated for recovery operation steps.

2022 & 2T RV LA T AN KRB TREE > EB 30 P F PRG0S
AR TR 2 HRE e R R o GRR R REE MT  Lid g
ARESTEILEPEAPRE > BFEFITX 2R RAFRAIFS - F 2L £
(RPO) =09 " P> L¥EFEFLL AT FLFTHIRBZLAFF (RTO)
=18.83 /] ¥ o

Computer Center selected 30 backup storage media for 7 major functional systems and
databases, and successfully completed the backup data restore test. The results of the annual
global computer center disaster recovery drill show that the maximum tolerable data loss
time when a disaster occurs, and the implementation of security requirements and the roles
of security personnel also need to be formulated. (RPO) = 0.9 hours. After a disaster, the
maximum tolerable information service recovery time (RTO) = 18.83 hours.
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6.5. 2 PRF%3= % Cloud service evaluation:

6.5.1.

6.5.2.

6.5.3.

6.5.4.

6.5.5.

6.5.6.

6.5.7.

6.5.8.

FLZBEFOTF  mEH LG REZBIRBDN S oL 5% o
Review the qualifications of cloud providers to ensure they have the ability and
experience to provide cloud services.

EiT 2RI E 8 PR D&

Sign a cloud service contract to clarify the rights and obligations of both parties
THHIREE ALY EFL P MR T

Regularly audit cloud providers to ensure they comply with relevant regulations

TH AP ZRRBOT L E /LT G ok
Regularly check whether the information security control measures of cloud services
are effective

TH B D IR B F S AR B 2R

Regularly check whether the use of cloud services complies with relevant regulations
TN AP I HRBNYELIETT L

Regularly check whether the operation of cloud services is stable and reliable
ZAHRBEEE AT R AR T ERF A

Notification of major incidents and emergency response for cloud service providers
T T RIF BT NE X F LR B 7S

Develop information security management policies and methods for cloud service
providers.
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6.6. &

% Fc R 2.3 & % % Evaluation and review of information security policies:

AFLRBEL P FETFREF A X UFPRRFTEE 2R~ F L HEE
SPEBEZEMFRERR O REFLSFTANF 2FEH RSV T G oo
FyE ok g § PRI 4

Evaluation and review of information security policy: This policy should be evaluated and
reviewed at least once a year to reflect the latest developments in government information
security management policies, laws, technology and company business, etc., to ensure the
feasibility and effectiveness of the company's information security management system.
effectiveness to maintain operations and the ability to provide appropriate services

6.7. B % >12% Cybersecurity Framework2.0

NIST CSF 5 tedk B A = enfz i » X 2 7 UG E T Tl e > ¥ iy #FRCSFeh+
AR R R E BRI IR g o $30REeE 222 CSF 2.05% - NIST#-* { 5 T &
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The NIST CSF is intended to provide a high-level framework and can be extended to any
organization, but may make it difficult to understand the intent of the CSF's subcategories.
For the Cybersecurity Framework CSF version 2.0, NIST will present it in a more "simple,
clear and action-oriented" process and use examples to allow organizations to understand
specifically how to achieve the expected results of the subcategories to ensure that it is
relevant to various organizations. Both scale and flexibility apply. It is expected that
through the six major functions of CSF, namely identification, defense, detection, response,
recovery, and the newly added "governance", by utilizing and connecting globally
recognized standards and guidelines, but not replacing them, the organization can achieve
its goals. Expect the value of information security.

6.7.1. &5 Identify:

FRESG M A FTA S TR A RERE 2R R IEARLT e
Develop the organization's understanding of cybersecurity risk management related
to systems, assets, data, and capabilities.

@FAF2 (IDAM) By N7 ReKEIEFEP AFAL - A B ~ % HF -
ABE LS RRGEAFEP RS A EERM > R B G K
HrugFaeFgmo
Identify the data, personnel, equipment, systems and facilities that enable the
organization to achieve its business objectives, and manage the above assets
according to their relative importance to the business objectives and the
organization’'s risk strategy.

(D)7 £%4% (IDBE) : Bt &~ P& fIEMME 2 Ed > 30
BLUEER o pb- FRP U KL pRX 2endd - FEUERGETL
R o
Understand and prioritize the organization's mission, goals, stakeholders, and

activities. This information can be used to inform decisions about cybersecurity
roles, responsibilities, and risk management.
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6.7.2.

(€)ie (ID.GV) :Hjres* REHERE 24 b~ RBREEFTE
TR AR R A T R AR 2SRRI .
Understand the policies, procedures, and processes used by the organization to
control regulatory, regulatory, risk, environmental, and operational needs and
inform the management of cybersecurity risks.

(ra:=% (IDRA) @ oS MeRg® (s e Ha - 282
) ~ ?Fﬁ'll‘ﬁmfi‘ﬁ"-&l)}t’ﬁ
The organization understands the cybersecurity risks related to the organization's
operations (including mission, functions, image and reputation), organizational
assets and people.

@k EEiR: (IDRM) > By EL G RORLER 4] -
LEIFR YR OBR e
The organization establishes priorities, limits, allowable risks, and assumptions
for decisions regarding operational risks.

(f) = B4 ‘ﬁ*g (ID.SC) : =
B~ B’!—;H ~ L q:)k Kﬁjli 1?""‘ o B!
A o
The organization establishes priorities, limits, allowable risks, and assumptions
regarding supply chain risk management decisions. The organization also has
processes in place to identify, assess and manage supply chain risks.

I+ £ Protection:

FREF OGP DT 2 FERMAE AR R L E T o
Develop and implement approprlate security measures to ensure the normal operation
of critical infrastructure services.

(@ #2441 (PRAC) - ¥ L“‘M’)ﬂ‘gm‘ﬁ SRR ERE AT URERTA
K#B%‘J{*& s TP HER AR S S B EERE
Only authorized personnel, processes or equipment are allowed to access assets
and related facilities, and their activities or transactions must also be authorized.

(L)L #fra s (PRAT) et F{et THRFFRFEF FTXLBRT
FoFrRFFUREEfTHEE 2 M OF E X ajz» edp B GpT R~ AR
AR S
Organizational personnel and upstream and downstream vendors need to have
information security awareness education and training, and be able to carry out
their responsibilities and obligations related to data security, consistent with
relevant policies, procedures and protocols.

) F#% 2 (PRDS) @ FIHFAME &> 3 fre SEE T AP HIE
ER- TR R XS W S AR
Manage information and records in a manner consistent with the organization's
risk strategy for protecting the confidentiality, integrity and availability of
information.

(d)F 3 A2 A foiidz (PRIP) @ %o 5 z: 2 (£ G #&RIIP D
Bl s &¢ ~ Fiz s HAGENE BT g iT) w%&ﬁ}i”*ifg
Wk B FAE A iR o
The organization has security policies (which address purpose, scope, roles,

responsibilities, management commitment and inter-organizational cooperation),
processes and procedures to manage the protection of information systems and
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6.7.3.

6.7.4.

information assets.

(e)a#E (PRMA) @ fex 2pr{frimifi—- R 5V @A 3121 F304)
BAFR it
Maintain or repair components of industrial control or information systems in a
manner consistent with security policies and procedures.

(f) w#EHm (PRPT) @ FEEMmE 2> % ik N2 FADT 22 5
Moo TP fedp B TR~ ARR R RER - R o
Manage technical security programs to ensure the security and robustness of

systems and assets and are consistent with relevant policies, procedures and
protocols.

i ;p|Detect:

FREEFHT UENRERE 2T L SE

Develop and implement activities that identify cybersecurity incidents as they occur.

@f%2%F (DEAE) P U2 EFO@ PIFRY AR T EREEEOEL
B
Abnormal activities can be detected in a timely manner and the potential impact of
the event can be understood.

)% 2#3 %4 (DECM) @ TP EHFT M 4 E FTE > MR RERL >
EREIE L T A S KRS
Regularly monitor information systems and assets to identify network security
incidents and verify the effectiveness of protective measures.

()W iplin4z (DEDP) : W plinAez 425 > & 2 SHPF - EFET MZE
i g st e BA TR
Maintain detection processes and procedures and test them to ensure that
abnormal events can be notified promptly and appropriately.

w },@Respond:

FREEF LR e BRIFIaERE 2T LEFTFIR -

Develop and implement activities to respond to detected cybersecurity incidents.
(@w &34 (RSRP) ' #F2 BFE v RiAAfoiZ R o FE R0 R Pl

PEBRVUEFEY -
Implement and maintain response processes and procedures to ensure timely
response to detected network security incidents.

(b)i#i (RS.CO) : ¥ o3 dlfrp et IRl ZAp M 4 - A2 (7 » F &34
o4 T UE S Biw'f“rwi’o
Response plannlng is conducted with internal and external stakeholders and, if
appropriate, may include external support from law enforcement agencies.

€~ 1 (RSAAN) : A47enp cnE L ik TR § Hv o T2 Ad54 7Y
L FRREE o
The purpose of analysis is to ensure that an appropriate response occurs, and
analysis can also support recovery activities.

() (RSMI) EF) - EFHRFLFEHL - SHREPR 22 Jﬁ‘x”f
This activity is carried out to avoid the expansion of the incident, mitigate its
impact, and eradicate the incident.
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(€):cit (RSIM) : BEHFEFRMBRIFES T RFHY I HFOERED - &
ﬂ&%%?@%@o
Improve the organization's response activities by integrating lessons learned from
past detection activities or response activities.

6.7.5. & /i Recover:
FREEFEFE > AF eSO PR R R ARRF 2F Y LN
4 A Pﬁijz» °

Develop and implement activities to maintain the organization's resilience plan and
restore all capabilities or services damaged by a cybersecurity incident.

(a)«;.b%"Lﬁ (RC.RP) : #i72 ‘a&Ap RiIARAALR > FEFFlpRE R 0
SSEFT AT LR PR AR o
Implement and maintain recovery processes and procedures to ensure that systems
or assets affected by network incidents can be recovered in a timely manner.

(b):xie (RC.AM) : BEF & SR B RIGAEIAESE 0 WFBA Kk
BE o
Improve recovery processes and procedures by integrating lessons learned to
prepare for future activities.

()iEi (RC.CO) 4 Rmztdlfrp 3ot e - 4238 (7 » Gldofe it & 18 Ak
TER P R IRIAR B o AT gty F X T B R
F%}?j.’i}' TER% e 1Z i#)@ir@ °
Recovery planning is conducted with internal and external parties, such as cyber
crisis management and coordination centers, Internet service providers, owners of

the systems that initiated the attack, victims, other computer security incident
response teams, and vendors.

6.7.6. /> Govern
kB (GV.OC) » k% %Iil'_%‘;n% (GVRM ) » & ¢ FoEg

(GV.RR) -« 5cit (GV.PO) » EF (GV.OV) - #E:% 2 i jbtth % § 2
(GV.SC)

6.8. #&¥: B+ F L& B ¥ £ %2 Photographic equipment data extraction work methods

681l AP T B * = &
The photography equipment in the production line has been used
6.8.2. WA F it * L DA MP FTAHIEI
Users of photographic equipment go to the data extraction station in the production
line
6.8.3. #HEH 4P TAE N D T AR
Take out the data from the photographic equipment to the data extraction station
6.8.4.;’}ﬁﬁ‘"€-ﬁ‘ lwm?’}' hgﬁffﬂif‘f‘\f%
The data taken out from the data extraction station will be automatically encrypted by
the computer.
6.8.5. JEF AL F Brxb ¢ e o TR @fﬁe?]i'la‘%% BH R Ay Ok &
Transfer the encrypted data from the data extraction station to the folder designated
by the user of the photographic equipment

16



6.8.6. #-#R FH # F#f5 Clear data from photographic equipment

7. 18 M = ¥ REFERENCES

1. ISO/IEC 27001:2013 (Information technology — Security techniques — Information
security management systems — Requirements)

2. Fi % > 1@ Information Security Management Law
(https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=A0030297)
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